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DIRECTIVE 2014/32/EU OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 26 February 2014

on the harmonisation of the laws of the Member Stares relating to the making available on the
market of measuring instruments (recast)

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE
EUROPEAN UNION,

Having regard to the Treaty on the Fnctaning of the Furspean
Union, and in particular Article 114 thereof,

Having regard to the proposal from the Fiiropean Commission,

Ahar sanamizson of he dos el st o the el
parliam,

Having regard to the opinion of the Furopean Econormic and
Social Commiteee (1),

Acting in accordance with the ordinary legiclative procedure (3,

Wherea

(1) Directive 2004/22[FC of the Furopean Parlisment and of
the Council Di H March 2004 on measuring instru-
mentz () haz been zubctancally amended (7. Sinee
further amendmentz arc to be made, that Directive
zhould be recast in the intereses of clariy

(2 Regation (FQ) No765[2003 of the Furopean
Parliament and of the Council of 9 July 2008 zetting
out the requirements for accreditafion and market
surveillance relating to the marketing of products
= down e o e aceredicmion of ol Bnm!:’
smement bodes provide; 3 framewrk for the

chet zurvellincs of products and for control: on
products rom thind comtrcs, and Lys down the
general principles of the CE marking.

3 Decision No 768/2008[EC of the Furopean Parliament
and of the Council of 9 July 2008 on a common
framework for the marketing of produce: () laye down

101 C 181, 21.62012,5. 10

{5 Pukion o she P Psiamen of 5 Februaey 2014 e yr
peblisbed i e Ofic Jownal) s decion of the Council of
20 Febr

) o111 S g, B
{4 Sae. Annex X1V, P

o s 1352005 5 %0
% O] L 218, 1352008, p. 82

(10

comman principles and reference provisions intended to
apply acroz: zectoral legislation in order to provide 2

erent basiz for revision or recaztz of that lepilation.
Dircctive  2004{22/EC should be adspeed to that

Decision.

This Directive covers measuring instruments which are
new to the Union market when they are placed on the
marker; that iz to say they sre either new messuring
insrumens made b) 2 manufacturer eztabliched in the

instrumene, whether o or
sccond-hand, rmperted from 3 hird couneey

Correct and traceable measuring instruments can be used
for 3 variery of messurement tacks. Those recponding to
reazans of public interest, public heslth, zafety and order,
protection of the cnvironment and the consumer. of
levying taxes and duties and of fair trading. which
directly and indirectly affect the daily life of citzens in
many wayz, may require the uze of legally controlled
casuring inzeruments

This Directive zhould appl) to all forms of ugply,
including distance sellin

Lega metrologicl cnirl shotld not lxd to bartir to
the inseruments. The
pplicale proveians zhould be the same n ol Member
Statez and proof of conformity shoud be accepted
throughout the Union

Lagal metrologicsl control require: conformity with
speciicd performance requirements. The performance

should provide a high level of protection. The conformity
assezzment should provide 3 high level of confidence

Menber Scates <hould a 3 general rule prescribe legal
metrological control. Where legal metrological contral iz
preserbd,only measiring nirmens complying
common performance requirements zhould be

The principle of optionslity introduced by Dircctive
2004/22]FC allows Member States to exercize their
right to decide whether or not to prezcribe the uze of
the meastring instruments covered by this Directive

Essential Requirements
WELMEC

Security and software
i d e ntifi Cati 0 n (M I D An n eX I y (Measurmgsl’rgttufmwe?tz%igctlvlgza4/32/Eu*)

8.3)

Data transmission and data
storage (MID Annex I, 8.4)

Interfaces (MID Annex I, 8.1)

Software separation (MID
Annex |, 7.6)
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EEP1B Software Requirements (WELMEC)

- =
Storing Data == _
geleieoie10010 Transferring Data
0110 %) %)
Ver. 9.24.15 :
Dedcmt G

Identifying Software

Protecting Data |

Checking Data

Executing Downloads
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PTB Acceptable solution for a whole system

High security but scalable!
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PTB Microkernel Approach

App. App. App. App.
1 N 1 N
1 Device Drivers
Monolithic Kernel - /
Memory
. . L Manager )
Device Drivers p -
File Systems
© . \ Y,
Q File Systems
.20 4
> Memory g, .
= Manager ol Microkernel (u-Kernel)
S
a
l Hardware Hardware
v
A: Monolothic kernel design B: Microkernel design
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EEPIB Advantage of Virtualization

VM 1

Attack

*
\YAS

\
/App.
1
N

o7

VM n

/App.
1

N

\

GPOS

GPOS

N

_/

N\

_/

Microkernel (pu-Kernel)

Hardware

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin

Nationales Metrologieinstitut



PTB Basic Framework

Inspector

|

Communication Supervisor |
between legal/non-legal
VM and the hardware
(several VMs)

Microkernel (u-Kernel)

Hardware
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EZPIB virtual Network

N VM
Connection
A
71 |
! __A4LVM Secure GUI
i Key & Signature Storage
N | !
v
Communication
Download

D. Peters, M. Peter, J.-P. Seifert, F. Thiel: A Secure System Architecture for Measuring Instruments in Legal Metrology. MDPI, Computers; 03/2015
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PTB Alternative Identifier

 New approach for generating an identifier (file-system
integrity check)

- Succinct file-system structure which makes
exchanging and validating data between software
modules and outside world easy (market surveillance)

- Based on File-system not necessarily file checksums

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut



PTB Software Identification

* For integrity checking and remote maintenance

* Succinct data structures: Represent objects in
information-theoretical optimal space

= Additionally, fast operations should be supported

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
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PTB Tree-like Graph

*Johannes Fischer and Daniel Peters: GLOUDS: Representing tree-like graphs. Elsevier, Journal of Discrete Algorithms; 11/2015

L]
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PTB Rank and Select for Bit-Sequences

* ranki(S; i): number of 1’s in the prefix S[1; i]
= select:(S; i): position of the i'th 1in S, (1 <=i<=n)

= Operations ranko(S; i) and selecto(S; i) are defined similarly
for O-Dbits.

= S can be represented in n + o(n) bits such that rank- and
select- operations are supported in O(1) time

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
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PTB Rank and Select for Bit-Sequences

S=100101010001011000000001010101010

ranki(S; 7) =

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
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PTB Rank and Select for Bit-Sequences

S=100101010001011000000001010101010

ranki(S; 7) =
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PTB Rank and Select for Bit-Sequences

S=100101010001011000000001010101010

ranki(S; 7) = 3

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut



PTB Rank and Select for Bit-Sequences

S=100101010001011000000001010101010

selecti(S; 5) =

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut



PTB Rank and Select for Bit-Sequences

S=100101010001011000000001010101010

selecti(S; 5) = 12

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut



PTB Rank and Select for Arbitrary Sequences

* rank<(S; i): number of c’s in the prefix S[1; ]
» select(S; i): position of thei'thcin S, (1 <=i<=n)
= S can be represented in n*Ig(C) + o(n*Ig(C)) bits such that

rank-, select- and access operations are supported in
O(lg(C)) time: Wavelet Tree

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
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PTB Wavelet Tree

S

303302013032012010010
By = 101101001011001000000

RN

5S> = 0001001010010 Sf; = 33323322
B> = 0001001010010 Bz = 11101100

0
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E2PIB FLouDs

Names: B Folder
1: root
2 usr @» Executable
3: kernel A Link

¥ Picture
13: circus G Video

N =rootusrkernel...circus
=1000100100000...100000

rre
100

obz

*D. Peters, U. Grottker, F. Thiel, M. Peter, J.-P. Seifert: Achieving software security for measuring instruments under legal control. FedCSIS, to be published
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E2P1B FLoups

123456 78 910111213

F =aabbaabbccdde

Fe= 0100010010100

L= 728

N =rootusrkernel...circus
Ne=1000100100000...100000

IS child(x, i) = selecty(Fs, ranka(F, x)) +i-1
parent(x) = select.(F, rank:(Fs, x))
getLink(n, i) =select(F, select(L, i))
getOrig(n) = L[rank(F, n)]; if F[n] = c

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
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E2PIB FLouDps

1234 56 78 910111213
aabbaabbccdde
0100010010100
7 8

ootusrkernel...circus
000100100000 .100000

ZZ
|| |
—_ -

i Z child(x, i) = select:(Fs, ranks(F, x)) +i-1

child(2, 3) = selecty(Fs, 2) +3 -1

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin

Nationales Metrologieinstitut
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E2PIB FLouDps

1234 56 78 910111213
aabbaabbccdde
0100010010100
7 8

ootusrkernel...circus
000100100000 .100000

ZZ
|| |
—_ -

IS child(x, i) = selecty(Fs, ranka(F, x)) +i-1
child(2, 3) = selecty(Fs, 2) +3 -1
Child(2,3) =6+3-1=8

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin

Nationales Metrologieinstitut
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FEPIB Legal Requirements (MID and WELMEC)

Storage Manager ]

Connection
Manager

Secure GUI

Displaying Data

Key & Signature

Communication
Manager

Monitor

J102
0114 Bo011101610110
0001111 ‘

Identlfymg Softwa re s
Protecting Data ‘/ [ V

| Download Manager]

v

Executing Downloads

Checking Data
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PTB Conclusion

* Flexible and secure system architecture, because of minimal
implementation, component based and least privilege
principles

= Fulfilling all legal requirements (MID and WELMEC)

= Succinct Data Structures for trees are a new approach for
representing file-system structures

" The structure can be used to construct identifier
(manufacturer and market surveillance)

= Scalable!

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
25



Physikalisch-Technische Bundesanstalt
Braunschweig und Berlin

Abbestrale 2 - 12

10587 Berlin

Daniel Peters
Telefon:030 3481-7916
E-Mail: daniel.peters@ptb.de

www.ptb.de

Stand: 06/17


http://www.ptb.de/

	Folie 1
	Folie 2
	Folie 3
	Folie 4
	Folie 5
	Folie 6
	Folie 7
	Folie 8
	Succinct Data Structures
	Folie 10
	Example: LOUDS (level-ordered trees)
	Rank and Select for Bit-Sequences
	Folie 13
	Folie 14
	Folie 15
	Folie 16
	Folie 17
	Rank and Select for Arbitrary Sequences
	Wavelet Tree
	FLOUDS
	FLOUDS
	Folie 22
	Folie 23
	Folie 24
	Folie 25
	Folie 26

