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MID and WELMEC 7.2

● Security and software 
identification (MID Annex I, 
8.3)

● Data transmission and data 
storage (MID Annex I, 8.4)

● Interfaces (MID Annex I, 8.1)

● Software separation (MID 
Annex I, 7.6)

Essential Requirements
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Software Requirements (WELMEC)

Displaying Data

Protecting Data

Storing Data

Identifying Software

Executing Downloads

Transferring Data

Checking Data
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Acceptable solution for a whole system

High security but scalable!
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Microkernel Approach
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Advantage of Virtualization
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Basic Framework
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Virtual Network

Input Output

D. Peters, M. Peter, J.-P. Seifert, F. Thiel: A Secure System Architecture for Measuring Instruments in Legal Metrology. MDPI, Computers; 03/2015



● New approach for generating an identifier (file-system 
integrity check)

– Succinct file-system structure which makes 
exchanging and validating data between software 
modules and outside world easy (market surveillance)

– Based on File-system not necessarily file checksums
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Alternative Identifier



 For integrity checking and remote maintenance
 Succinct data structures: Represent objects in 

information-theoretical optimal space 
 Additionally, fast operations should be supported
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Software Identification
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Tree-like Graph

22 3344

6655
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*Johannes Fischer and Daniel Peters: GLOUDS: Representing tree-like graphs. Elsevier, Journal of Discrete Algorithms; 11/2015



 rank1(S; i): number of 1’s in the prefix S[1; i]
 select1(S; i): position of the i’th 1 in S, (1 <= i <= n)
 Operations rank0(S; i) and select0(S; i) are defined similarly 

for 0-bits. 
 S can be represented in n + o(n) bits such that rank- and 

select- operations are supported in O(1) time
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Rank and Select for Bit-Sequences
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Rank and Select for Bit-Sequences

20.02.2017

S= 100101010001011000000001010101010

rank1(S; 7) = 
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Rank and Select for Bit-Sequences

rank1(S; 7) = 

S= 100101010001011000000001010101010
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Rank and Select for Bit-Sequences

rank1(S; 7) = 3

S= 100101010001011000000001010101010
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Rank and Select for Bit-Sequences

select1(S; 5) = 

S= 100101010001011000000001010101010
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Rank and Select for Bit-Sequences

select1(S; 5) = 12

S= 100101010001011000000001010101010



 rankc(S; i): number of c’s in the prefix S[1; i]
 selectc(S; i): position of the i’th c in S, (1 <= i <= n)
 S can be represented in n*lg(C) + o(n*lg(C)) bits such that 

rank-, select- and access operations are supported in 
O(lg(C)) time: Wavelet Tree
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Rank and Select for Arbitrary Sequences
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Wavelet Tree
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FLOUDS
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1: root
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3: kernel
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F   =
FB   =   0   1   0   0   0   1    0   0   1   0   1   0   0
L   =   7   8

aa aa bb aa aa bb bb cc cc dd eedd

N  =  r o o t u s r k e r n e l … c i r c u s 
NB  = 1 0 00 1 00 1 0 00 00 … 100 0 00

44
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*D. Peters, U. Grottker, F. Thiel, M. Peter, J.-P. Seifert: Achieving software security for measuring instruments under legal control. FedCSIS, to be published
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FLOUDS
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F  =  a a b b a a b b c c d d e
FB  =  0 1 0 0 0 1 0 0 1 0 1 0 0
L  =   7  8

N  =  r o o t u s r k e r n e l … c i r c u s 
NB  = 1 0 00 1 00 1 0 00 00 … 100 0 00

child(x, i)  = select1(FB, ranka(F, x)) + i - 1
parent(x) = selecta(F, rank1(FB, x))
getLink(n,  i) = selectc(F, selectn(L, i))
getOrig(n) = L[rankc(F, n)]; if F[n] = c
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FLOUDS
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N  =  r o o t u s r k e r n e l … c i r c u s 
NB  = 1 0 00 1 00 1 0 00 00 … 100 0 00

child(x, i)  = select1(FB, ranka(F, x)) + i - 1

child(2, 3) = select1(FB, 2) + 3 - 1
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FLOUDS
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L  =   7  8

N  =  r o o t u s r k e r n e l … c i r c u s 
NB  = 1 0 00 1 00 1 0 00 00 … 100 0 00

child(x, i)  = select1(FB, ranka(F, x)) + i - 1

child(2, 3) = select1(FB, 2) + 3 – 1
Child(2, 3) = 6 + 3 – 1 = 8
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Legal Requirements (MID and WELMEC)

Displaying Data

Protecting Data

Storing Data

Identifying Software

Executing Downloads

Transferring Data

Checking Data

Secure GUI

Storage Manager
Connection 

Manager

Communication
Monitor

Download Manager

Inspector

Key & Signature 
Manager



 Flexible and secure system architecture, because of minimal 
implementation, component based and least privilege 
principles

 Fulfilling all legal requirements (MID and WELMEC)
 Succinct Data Structures for trees are a new approach for 

representing file-system structures
 The structure can be used to construct identifier 

(manufacturer and market surveillance)
 Scalable!
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Conclusion
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