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EEPIB Software Quality Problems

= Specific features of software
Conseguences - immaterial, digital product
of incorrect - faulty
software 4 N

- distributed

- fast moving

(incorrect) |
Software - easily changeable

- quickly transferable

L/\ Y, - minimal changes cause

. large-scale consequences
Declining user (side effects)

confidence

- missing transparency
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EEP1B Complexity of Embedded Software

Code/Data
Structure

Software Complexity

Communication,
Distribution

Configurations,
Modifications

Number of
Versions,

Topology of Hardware,
Basic Software ltems,
mutual dependencies
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EEP1B Complexity of Embedded Software

* Increasing complexity of software in embedded systems

BUT

There is no standardised software architecture

* There are no standardised software development methods

* There are no standardised software assessment methods

v

Complex Software Complex Evaluation

requires

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut



EEP1B Complexity of Embedded Software

Data and programs must at any time be available to authorised

Availability USers.

Information shall be available to authorised users only (access

Confidentiality protection).

Data and programs must be protected from unintended or
Integrity unauthorised modifications (including protection from complete
loss).

Programs must clearly identify the communication partner (user,

Authenticity process) of protected transaction.

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut



EEP1B Complexity of Embedded Software

Software Testing Methods

Human Testing Dynamic Testing
* inspection * black-box
* walkthrough * white-box

* review / \ * random
* audit * mutation
* peer rating * regression

syntax analysis * traces
* code inspection * timing profiles
* data flow analysis * test coverage analysis
* control flow analysis
* metrics / \
[control rovj [ data rowj
coverage coverage
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PTB Challenges of GPOS

[ Verification } [ Stability }
[ Malware ]

[ Updates } [ Real-time J

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut

Encapsulation of legally
relevant software




PTB Constructing Secure Systems

* Minimal implementation

* Component architecture

* Least privilege

* Secure development process

* Independent expert validation

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut



%2 P1B MID and WELMEG 7.2

2932014

OffcialJournal of the Furopean Union L 96/149

DIRECTIVE 2014/32/EU OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 26 February 2014

on the harmonisation of the laws of the Member Stares relating to the making available on the
market of measuring instruments (recast)

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE
EUROPEAN UNION,

Having regard to the Treaty on the Fnctaning of the Furspean
Union, and in particular Article 114 thereof,

Having regard to the proposal from the Fiiropean Commission,

Ahar sanamizson of he dos el st o the el
parliam,

Having regard to the opinion of the Furopean Econormic and
Social Commiteee (1),

Acting in accordance with the ordinary legiclative procedure (3,

Wherea

(1) Directive 2004/22[FC of the Furopean Parlisment and of
the Council Di H March 2004 on measuring instru-
mentz () haz been zubctancally amended (7. Sinee
further amendmentz arc to be made, that Directive
zhould be recast in the intereses of clariy

(2 Regation (FQ) No765[2003 of the Furopean
Parliament and of the Council of 9 July 2008 zetting
out the requirements for accreditafion and market
surveillance relating to the marketing of products
= down e o e aceredicmion of ol Bnm!:’
smement bodes provide; 3 framewrk for the

chet zurvellincs of products and for control: on
products rom thind comtrcs, and Lys down the
general principles of the CE marking.

3 Decision No 768/2008[EC of the Furopean Parliament
and of the Council of 9 July 2008 on a common
framework for the marketing of produce: () laye down

101 C 181, 21.62012,5. 10

{5 Pukion o she P Psiamen of 5 Februaey 2014 e yr
peblisbed i e Ofic Jownal) s decion of the Council of
20 Febr

) o111 S g, B
{4 Sae. Annex X1V, P

o s 1352005 5 %0
% O] L 218, 1352008, p. 82

(10

comman principles and reference provisions intended to
apply acroz: zectoral legislation in order to provide 2

erent basiz for revision or recaztz of that lepilation.
Dircctive  2004{22/EC should be adspeed to that

Decision.

This Directive covers measuring instruments which are
new to the Union market when they are placed on the
marker; that iz to say they sre either new messuring
insrumens made b) 2 manufacturer eztabliched in the

instrumene, whether o or
sccond-hand, rmperted from 3 hird couneey

Correct and traceable measuring instruments can be used
for 3 variery of messurement tacks. Those recponding to
reazans of public interest, public heslth, zafety and order,
protection of the cnvironment and the consumer. of
levying taxes and duties and of fair trading. which
directly and indirectly affect the daily life of citzens in
many wayz, may require the uze of legally controlled
casuring inzeruments

This Directive zhould appl) to all forms of ugply,
including distance sellin

Lega metrologicl cnirl shotld not lxd to bartir to
the inseruments. The
pplicale proveians zhould be the same n ol Member
Statez and proof of conformity shoud be accepted
throughout the Union

Lagal metrologicsl control require: conformity with
speciicd performance requirements. The performance

should provide a high level of protection. The conformity
assezzment should provide 3 high level of confidence

Menber Scates <hould a 3 general rule prescribe legal
metrological control. Where legal metrological contral iz
preserbd,only measiring nirmens complying
common performance requirements zhould be

The principle of optionslity introduced by Dircctive
2004/22]FC allows Member States to exercize their
right to decide whether or not to prezcribe the uze of
the meastring instruments covered by this Directive

Essential Requirements
WELMEC

Security and software
i d e ntiﬁ Cati O n (M I D An n eX I y (Measurmgsl’rgttufmwe?tz%igctlvlgza4/32/Eu*)

8.3)

Data transmission and data
storage (MID Annex I, 8.4)

Interfaces (MID Annex I, 8.1)

Software separation (MID
Annex |, 7.6)
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PTB WELMEC 7.2 Software Separation

Software Separation

S1 - Realisation of software separation

S2 - Mixed indication
S3 - Protective software interface :t Variable 2

Drain

: |
Function A | Function B

Interface ; ;
Variable s——— Interaction via Interface:
¥—— Function call

Variable | A Data Flow:
NL [ Function parameters

Function
NL

[

High level separation

Process NL Interaction via Interface: Process L
(Program, library, Dag“,’:’fcf\’,&” i .| (Program or
script ) Function parameters libra ry)

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
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PTB Low-Level Separation

Sourcecode Sourcecode Sourcecode
Part 1 (LR) Part 2 (LR) Part 3 (LR)
\ J
|
Sourcecode Sourcecode Sourcecode
Part 1 (LR) Part 2 (LR) Part 3 (LR)
\ ) | J
| 1
legally relevant source legally not relevant
code source code

Physikalisch-Technische Bundesanstalt ® Braunschweig und Berlin Nationales Metrologieinstitut
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PTB Low-Level Separation

* Is not enough!
* First step to achieve High-Level seperation

* Therefore, still a good way to achieve cleaner
programming and security

* Other examples: Object-oriented, MISRA-C,
Hungarian notation

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
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PTB One executable

Sourcecode Sourcecode Sourcecode
Part 1 (LR) Part 2 (LR) Part 3 (LR)

Compiling Compiling Compiling Compiling
A 4 v
Objectcode Objectcode Objectcode
Part 1 (LR) Part 2 (LR) Part 3 (LR)

Linking

L]
Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut
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PTB Separate executables

Sourcecode Sourcecode Sourcecode
Part 1 (LR) Part 2 (LR) Part 3 (LR)
Compiling Compiling Compiling Compiling
Objectcode Objectcode Objectcode
Part1 (LR) Part 2 (LR) Part 3 (LR)
femory inking Linking
bank 1
Executable
(LR)

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin
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EEPIB ipc

Sourcecode Sourcecode Sourcecode
Part 1 (LR) Part2 (LR) Part 3 (LR)
Compiling Compiling Compiling
Objectcode Objectcode Objectcode
Part 1 (LR) Part 2 (LR) Part 3 (LR)
i Static Linking

Executable. gt

IPC-interface

(LR)

!

Process LR

€

IPC, controlled by OS

*Daniel Peters and Florian Thiel, Software in Measuring Instruments: Wazs of Constructing Secure sttems, AMA, NUrnberg, 2016
Physikalisch-Technische Bundesanstalt ® Braunschweig und Berlin Nationales Metrologieinstitut
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PTB Access Control Strategies

* Access Control Strategies determine which access type
(e.qg., read, write, or execute) a subject (e.g., user, process,
or device) may have to an object (e.g., file, table, or subject).

* The Discretionary Access Control (DAC) is a strategy in
which access rights are defined only by the identity of a
subject.

* |[n the Mandatory Access Control (MAC) strategy an access
decision is additionally determined by means of object
properties and rules.

*Patrick Scholz, Daniel Peters and Florian Thiel, Security Concepts for Software in Measuring Instruments, IMEKO Budapest, 2017
Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin Nationales Metrologieinstitut




PTB Hardware Separation

Output Devices

CPU1

|

CPU2

RN, e B

Input Devices

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin
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PTB Standardisation Process

 Medical Devices

Automotive
Industry

Nuclear Power
Stations

Avionics

Railway Systems

EN 58128

DO - 178B

|IEC 60880-2

IEC 60601
IEC 62304
FDA-21CFR

ISO DIS 26262

Automotive SPICE

AUTOSAR

TEMEA

Progress of the standardisation process

for software architecture, development and assessment methods

Physikalisch-Technische Bundesanstalt B Braunschweig und Berlin
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