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Software Quality Problems
 Specific features of software

- immaterial, digital product

- faulty

- distributed

- fast moving

- easily changeable

- quickly transferable

- minimal changes cause
large-scale consequences 
(side effects)

- missing transparency

Consequences 
of incorrect 
software

Declining user 
confidence

(incorrect)

Software
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Complexity of Embedded Software
Software Complexity

Code/Data
Structure

Communication,
Distribution

Number of
Versions,

Configurations,
Modifications

Topology of Hardware,
Basic Software Items,
mutual dependencies
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Complexity of Embedded Software
 Increasing complexity of software in embedded systems

BUT

There is no standardised software architecture

 There are no standardised software development methods

 There are no standardised software assessment methods

Complex Software Complex Evaluation
requires
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Complexity of Embedded Software

Availability Data and programs must at any time be available to authorised 
users.

Confidentiality Information shall be available to authorised users only (access 
protection).

Integrity
Data and programs must be protected from unintended or 
unauthorised modifications (including protection from complete 
loss).

Authenticity Programs must clearly identify the communication partner (user, 
process) of protected transaction.
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Complexity of Embedded Software
Software Testing Methods

Human Testing

Analysis

Dynamic Testing

static dynamic

• inspection
• walkthrough
• review
• audit
• peer rating

• syntax analysis
• code inspection
• data flow analysis
• control flow analysis
• metrics

• traces
• timing profiles
• test coverage analysis

control flow 
coverage

data flow 
coverage

• black-box
• white-box
• random
• mutation
• regression
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Challenges of GPOS

Verification

Encapsulation of legally 
relevant software

Updates

Stability

Malware

Real-time
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Constructing Secure Systems

● Minimal implementation

● Component architecture

● Least privilege

● Secure development process

● Independent expert validation
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MID and WELMEC 7.2

● Security and software 
identification (MID Annex I, 
8.3)

● Data transmission and data 
storage (MID Annex I, 8.4)

● Interfaces (MID Annex I, 8.1)

● Software separation (MID 
Annex I, 7.6)

Essential Requirements
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WELMEC 7.2 Software Separation

High level separation
Process NL

(Program, library, 
script ...)

Process NL
(Program, library, 

script ...)

Process L
(Program or 

library)

Process L
(Program or 

library)

Interaction via Interface:
 Function call
Data Flow:
 Function parameters

Low level separation

Variable 
NL
Variable 
NL

Function 
NL
Function 
NL

Source Drain
Variable 1Variable 1 Variable 2Variable 2

Function AFunction A Function BFunction B
Interface 
Variable
Interface 
Variable Interaction via Interface:

 Function call
Data Flow:
 Function parameters

Software Separation
S1 - Realisation of software separation

S2 - Mixed indication

S3 - Protective software interface

Software Separation
S1 - Realisation of software separation

S2 - Mixed indication

S3 - Protective software interface
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Low-Level Separation
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Low-Level Separation

● Is not enough!

● First step to achieve High-Level seperation

● Therefore, still a good way to achieve cleaner 
programming and security

● Other examples: Object-oriented, MISRA-C, 
Hungarian notation
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One executable
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Separate executables
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IPC

*Daniel Peters and Florian Thiel, Software in Measuring Instruments: Ways of Constructing Secure Systems, AMA, Nürnberg, 2016
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Access Control Strategies

● Access Control Strategies determine which access type 
(e.g., read, write, or execute) a subject (e.g., user, process, 
or device) may have to an object (e.g., file, table, or subject).

● The Discretionary Access Control (DAC) is a strategy in 
which access rights are defined only by the identity of a 
subject.

● In the Mandatory Access Control (MAC) strategy an access 
decision is additionally determined by means of object 
properties and rules.

*Patrick Scholz, Daniel Peters and Florian Thiel, Security Concepts for Software in Measuring Instruments, IMEKO Budapest, 2017
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Hardware Separation
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Standardisation Process

Railway Systems

EN 58128
…

Avionics

DO – 178B
…

Nuclear Power
Stations

IEC 60880-2
…

Medical Devices

IEC 60601

IEC 62304

FDA-21CFR

…

Automotive
Industry

ISO DIS 26262

Automotive SPICE

AUTOSAR

TEMEA
    ...
       

                 
               Progress of the standardisation process

for software architecture, development and assessment methods
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