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Traceability and Logging

Requirements

�™Trace 
changes on 
data

�™Immutable 
log

�™Replication of 
log data

�™No data 
leaking by log

�™Availability of 
logging service 
is crucial

�™Logging needs 
to be robust 
against network 
faults and 
misbehaving 
nodes

�™Blockchain-based PKI

�™Consensus replaces root certificate

Logging Options

Privacy/Anonymity vs. Verifiability

�™Ledger on each node

�™Concensus algorithm 
guarantees 
hamronized content

�™Write-once 
storage 

�™Physical protection 
against tampering

�™High cost

�™Trustworthy authority 
maintains the ledger 

�™Centralized architecture

�™Single point of failure 

�™Content of the transactions 
readable for all participants 

�™Each transaction can be 
verified and therefore, 
protocol compliance is 
guaranteed 

�™The system works on a 
"trust first - verify later" 
strategy 

�™Increased privacy 
(encryption) necessitates 
an appropriate PKI 

2-step Hybrid Verification Approach 
�™ Content of a transaction only partly readable 
�™ Current witness verifys signatures and enforces protocol compliance 

Open Ledger Encryption

Transaction
Verification

Verification Privacy

Data Security and Public Key Infrastructure

Every Process within the 
MC is witnessed and shared 
by a specific but over time 
changing „witness“ that is 
not involved in the process

Process involving one 
(or several) nodes Witnessing 

node

Signing the 
process log

Process log
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Four ways
of storing log 
events

1. Process      Witness      Store [confirmation]

2. Process  ||  (Witness      Store) [n.a.]

3. Witness      (Store  ||  Process) [permission-appliance]

4. Witness      Store      Process [voting]

Fully Connected Network
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Partition due to Network Failure
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Chain Fusion
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Usage �™Smart contracts

�™Distributed ledgers i.e. for logging

�™Secure user authentication and 
communication  

�™Confidential data exchange between 
nodes

�™Digital document signing


